This is a DFIR challenge, we were given a AD1 file. The question ask for SNS ID of the drug dealer
The first thing we need to look for, SNS app.
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Navigating FTK Imager, we can see that theres ADOBE (a pdf reader), Microsoft (definitely not
SNS), and Session. First time i heard session, lets do a quick googling.

session app

Session

hitps:f/getsession.org
Session | Send Messages, Not Metadata. | Private Messenger
Session is an end-to-end encrypted messenger that removes sensitive metadata collection, and
is designed for people who want privacy and freedom from any forms ...
Download - Frequently Asked Questions - Blog - Session Community

People also ask

yesss, a private messenger, something a drug dealer would love.



so we can conclude that SNS app is SESSION

moving on into finding the ID.
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File List
Mame Size Type Date Modified

D db.sqlite 700 Regular File 26/3/2024 5:22:11 AM
D db.sglite-shm 32 Regular File 26/3/2024 3:2%:43 AM
D db.sglite-wal 4076  Regular File 26/3/2024 5:56:27 AM

Found sqlite files.

When tried to open it normally, it wont open thus | suspect there is some type of encryption.
Encryption means there is a 'key'.
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0 DANONAME [NTFS] blob_storage 1 Directory 26/3/2024 3:29:41 AM
B0 Iroot] Cache 1 Directory 26/3/2024 3:29:41 AM
{2 sBdend Code Cache 1 Directory 26/3/2024 3:29:42 AM
-T2 sUsniml DawnCache 1 Directory 26/3/2024 3:25:45 AM
Q Users GPUCache 1 Directory 26/3/2024 3:22:44 AM
) Defaut -
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-0 Cache ] lockfile 0 Regular File 26/3/2024 3:29:41 AM
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when we open the config.json we found the key. to open the sqlite3 file, | will be using DB Browser
(SQLCipher) for this.

Mode: Text
Type Schema L
#7 sQLCipher encryption 7 x
Type of data @
Please enter the key used to encrypt the database. 0 byte(s)
If any of the other settings were altered for this database file you need to provide this information as well,
Password Rawkey Bemiois
Identity Sel
Encryption settings  (_) SQLCipher 3 defaults © 5QLCipher 4 defauits () Custom LKLY
Page size L
KDF iterations B Mame
HMAC algorithm
KDF algorithm SHAS512
Plaintext Header Size 0 B
Concel
Name Type Schema
~ [ Tables (23)
> [2] attachment_downloads CREATE TABLE attachment_downloads( id STRING primary key, timestamp INTEGER, pending INTEGER, json TEXT )
> [2] configbump CREATE TABLE configDump( variant TEXT NOT NULL, publickey TEXT NOT NULL, data BLOB, PRIMARY KEY (publickey, variant) )
» || conversations CREATE TABLE conversations( id STRING PRIMARY KEY ASC, active_at INTEGER, type STRING, members TEXT, zombies TEXT DEFAULT "[]", left INTEGER, expireTimer INTEGER, me
> [2] encryptionKeyPairsForClosedGroupV2 CREATE TABLE encryptionKeyPairsForClosedGroupV2 ( id INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, groupPublicKey TEXT, timestamp NUMBER, json TEXT )
» || guardNedes CREATE TABLE guardNodes( id INTEGER NOT NULL PRIMARY KEY AUTQINCREMENT, ed25519PubKey VARCHAR(64) )
> [ identitykeys CREATE TABLE identityKeys( id STRING PRIVARY KEY ASC, json TEXT )
> | items CREATE TABLE items( id STRING PRIMARY KEY ASC, json TEXT )
» [ lastHashes CREATE TABLE lastHashes( id TEXT, snode TEXT, hash TEXT, expiresAt INTEGER, namespace INTEGER NOT NULL DEFAULT 0, PRIMARY KEY (id, snode, namespace) )
> |2l loki_schema CREATE TABLE loki_schema( id INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, version INTEGER )
> =) messages CREATE TABLE messages( id STRING PRIMARY KEY ASC, json TEXT, unread INTEGER, expires_at INTEGER, sent BOOLEAN, sent_at INTEGER, conversationld STRING, received_at INT
» || messages_fts CREATE VIRTUAL TABLE messages_fts USING fts5(body)
> [7] messages_fts_config CREATE TABLE 'messages_fts_config'(k PRIMARY KEY, v) WITHOUT ROWID
> [7] messages_fts_content CREATE TABLE 'messages_fts_content'(id INTEGER PRIMARY KEY, c0)
> [Z] messages_fts_data CREATE TABLE 'messages_fts_data'(id INTEGER PRIMARY KEY, block BLOB)
> [£] messages_fts_docsize CREATE TABLE 'messages_fts_docsize'(id INTEGER PRIMARY KEY, sz BLOE)
» |- messages_fts_idx CREATE TABLE 'messages_fts_idx'(segid, term, pano, PRIMARY KEY(segid, term)) WITHOUT ROWID
> || nodesForPubkey CREATE TABLE nodesForPubkey ( pubkey TEXT PRIMARY KEY, json TEXT )
> [=] openGroupRoomsv2 CREATE TABLE openGroupRoomsV?2 ( serverUrl TEXT NOT NULL, roomid TEXT NOT NULL, conversationld TEXT, json TEXT, FRIMARY KEY (serverUrl, roomId) )
> || seenMessages CREATE TABLE seenMessages( hash TEXT PRIMARY KEY, expiresAt INTEGER )
> || sqlite_sequence CREATE TABLE sqlite_sequence(name,seq)
> [ sqlite_stat1 CREATE TABLE sqlite_stati (tbl,idx,stat)
» || sqlite_stat4 CREATE TABLE sqlite_stat4(tbl,idx,neq,nlt,ndlt,sample)
> 7] unprocessed CREATE TABLE unprocessed( id STRING, timestamp INTEGER, version INTEGER, attempts INTEGER, envelope TEXT, decrypted TEXT, source TEXT, senderldentity TEXT, serverHash *
v & Indices (24)
> attachment_downloads_pending CREATE INDEX attachment_downloads_pending ON attachment_downloads ( pending ) WHERE pending != 0
> attachment_downloads_timestamp CREATE INDEX attachment_downloads_timestamp OM attachment_downloads ( timestamp ) WHERE pending = 0
> ' conversation_displayNamelnProfile CREATE INDEX conversation_display InProfile ON conversations ( display rofile )
> conversation_nickname CREATE INDEX conversation_nickname ON conversations ( nickname )
> conversations_active CREATE INDEX conversations_active ON conversations ( active_at ) WHERE active_at IS NOT NULL
> conversations_type CREATE INDEX conversations_type ON conversations ( type ) WHERE type IS NOT NULL
> messages_DaR_unread_sent_at CREATE INDEX messages_DaR_unread_sent_at ON messages ( expirationType, unread, sent_at )
> messages_conversation CREATE INDEX messages_conversation ON messages ( conversationld, received_at )
> ' messages_conversationld CREATE INDEX ;_conversationld ON messages ( conversationld )
> messages_convo_serverlD CREATE INDEX messages_convo_serverID ON messages ( serverld, conversationId )
> messages_duplicate_check CREATE INDEX messages_duplicate_check ON messages ( source, sent_at )
> messages_expires_at CREATE INDEX messages_expires_at ON messages ( expires_at )
> messages_hasAttachments CREATE INDEX 5_hi h OoN ( conversationld, hasAttachments, received_at )
> messages_hasFileAttachments CREATE INDEX ;_hasFileAttachments ON messages ( conversationId, hasFil s, received_at )
> _f i len CREATE INDEX 5| ( diaAttachments ON ( conversationld, hasVisualMediaAttachments, received_at )
N mnceanne icnlntnd FDCATE TUNEY macrannn icfalntnd (M maccanne § icRalnbad ) IMUEDE icfnlntad 1€ MAT M
we got into the database. now time to find the id, conversations table seems like it.
id active_at type members zombies left expireTimer mentionedUs unreadCount lastMessageStatus lastMessage  lastloinedTimest
1 ;DSh31eZleZdDS9734SQFQca631dDS4h29aSeEdd4BQBdeDDahBSBQccchDeBmD 0 private [] 0 a i}
2 055dfofdc35eb270aad643be3ac275a0a4654404715ba53526f26d343ba203d22f 1711430222001 private [] n] a i} sent 1see thx....

3 05aa64c6099f0e23345c279882edd6f73f4d20fScc7aae2eef4874784ab4a50c77 1711430657290 private [] n] a i} sent thx



now we see 2 IDs with last message. If we think about it carefully, the id
05aa64c6099f0e233U5¢c279882edd6f73fUd20f5cc7aae2eefud87478UabUa50c77 is the one.

Tracker 1 v

05a264c6099f0e23345c279882edd6f73f4d20f5ccTaae2eefd874784ab4a50c77

GET REAL FLAG

Good!
HTO{0ae31a4b92a5489dbce4118b8e57dc11}

You may be blocked if brute force attacks are detected.

HT0{Pae31lalb92a5u89dbcelt118b8e57dcll}



